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Appendix B

Jury Instructions

18 U.S.C. § 1030: Generally Applicable Definitions
For purposes of instruction[s] ___, the term[s]:

“Computer” means an electronic, magnetic, optical, electrochemical, or other
high speed data processing device performing logical, arithmetic, or storage
functions, and includes any data storage facility or communications facility
directly related to or operating in conjunction with such device, but such
term does not include an automated typewriter or typesetter, a portable hand
held calculator, or other similar device. (Source: 18 U.S.C. § 1030(e)(1))

“Damage” means any impairment to the integrity or availability of data, a
program, a system, or information. (Source: 18 U.S.C. § 1030(e)(8))

“Department of the United States” means the legislative or judicial branch of
the United States Government or one of the executive departments. (Source:

18 U.S.C. § 1030(e)(7))

“Exceeds authorized access” means to access a computer with authorization
and to use such access to obtain or alter information in the computer that the
accesser is not entitled so to obtain or alter. (Source: 18 U.S.C. § 1030(e)(6))

“Government entity” includes the Government of the United States, any
State or political subdivision of the United States, any foreign country, and

any state, province, municipality, or other political subdivision of a foreign
country. (Source: 18 U.S.C. § 1030(e)(9))

“Loss” means any reasonable cost to any victim, including the cost of
responding to an offense, conducting a damage assessment, and restoring the
data, program, system, or information to its condition prior to the offense,
and any revenue lost, cost incurred, or other consequential damages incurred
because of interruption of service. (Source: 18 U.S.C. § 1030(e)(11))
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<« » . . . . . . . .
Person” means any individual, firm, corporation, educational institution,
financial institution, governmental entity, or legal or other entity. (Source: 18

U.S.C. § 1030(e)(12))

“Protected computer” means a computer

* [exclusively for the use of /a financial institution][the United States
Government])

* [used /by][for] [a financial institution][the United States Government]
and the conduct constituting the offense affects that use /by/[for] [the
[financial institution][the United States Government]]

» [which is [used in]/affecting] [interstate][foreign] [commerce][communic
ation], including a computer located outside the United States that is
used in a manner that affects [interstate][foreign] [commerce][communi-
cation] of the United States].

(Source: 18 U.S.C. § 1030(e)(2))

158 Prosecuting Computer Crimes



18 U.S.C. § 1030(a)(1)

Computer Fraud—Obtaining National Security Information

The crime of accessing a computer to obtain national security information, as
charged in [Count ] of the indictment, has four essential elements, which
are:

One, the defendant[s] knowingly accessed a computer [without
authorization]/exceeding authorized access];

Two, the defendant[s] obtained information that
* [has been determined by the United States government by /Executive
Order][statute] to require protection against unauthorized disclosure
for reasons of /national defense][foreign relations])
* [restricted data regarding the design, manufacture or use of atomic
weapons];

Three, the defendant[s] had reason to believe that the information obtained
could be used to the injury of the United States or to the advantage of any
foreign nation; and

Four, the defendant[s] voluntarily and intentionally’
o [[caused to be| [communicated][delivered][transmitted] the information
to a person not entitled to receive it]
e [retained the information and failed to deliver the information to an
officer or employee of the United States entitled to receive the infor-
mation].

The government is not required to prove that the information obtained by
the defendant[s] was in fact used to the injury of the United States or to the
advantage of any foreign nation.

Specific definitions

The phrase “restricted data” means all data concerning the: (1) design,
manufacture, or utilization of atomic weapons; (2) the production of special
nuclear material; or (3) the use of special nuclear material in the production
of energy, not declassified or removed pursuant to federal law. (Source: 42

U.S.C. § 2014(y))

! The statute uses the term “willfully,” but consistent with Committee Comments to In-
struction 7.02, that term has been replaced with the words “voluntarily and intentionally.”
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18 U.S.C. § 1030(a)(2)
Computer Fraud—Obtaining Confidential Information

The crime of computer fraud to obtain confidential information, as charged
in [Count ___] of the indictment, has /two]/[three] essential elements, which
are:

One, the defendant[s] intentionally accessed a computer [without
authorization][exceeding authorized access];

Two, the defendant[s] obtained information
* [contained in a financial record of [a financial institution][an issuer of
a credit card))
* [on a consumer contained in a file of a consumer reporting agency]
* [from any [department][agency] of the United States]

* [from any protected computer];

[Three, the defendant[s]?
* [acted for purposes of commercial advantage or private financial gain]
e [acted in furtherance of (describe criminal or tortious act)]
* [obtained information having a value exceeding $5,000.00]].

Specific Definitions

The phrase “consumer reporting agency” means any person or entity which,
for monetary fees, dues, or on a cooperative nonprofit basis, regularly engages
in whole or in part in the practice of assembling or evaluating consumer
credit information or other information for the purpose of furnishing
consumer reports to third parties, and which uses any means or facility of

2 In most felony cases charged under 18 U.S.C. § 1030(2)(2), element three should be
submitted to the jury because these facts would increase the statutory maximum penalties.
See 18 U.S.C. §§ 1030(c)(2)(B). Any fact (other than a prior conviction) that increases the
maximum penalty for a crime must be charged in the indictment, submitted to the jury, and
proven beyond a reasonable doubt. Apprendi v. New Jersey, 530 U.S. 466 (2000). These ag-
gravating factors can be submitted as a formal element or by special interrogatory. Note that
element three should not be submitted if the government has charged a first time offender of
section 1030 solely with a misdemeanor, see 18 U.S.C. § 1030(c)(2)(A), or if it has charged
a felony offense that allegedly occurred after a conviction for another offense under section
1030. See 18 U.S.C. § 1030(c)(2)(C). Finally, if requested by a party and if supported by the
evidence, the court can submit a “greater and lesser included offense” instruction that would
permit separate findings on the aggravating elements as well as a charge without such findings
(i.e., a misdemeanor).
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interstate commerce for the purpose of preparing or furnishing consumer

reports. (Source: 18 U.S.C. § 1030(a)(2)(A); see also 15 U.S.C. § 1681 et
seq.)
The phrase “financial institution” means:

* [an institution with deposits insured by Federal Deposit Insurance
Corporation]

* [the Federal Reserve or a member of the Federal Reserve, including
any Federal Reserve Bank]

* [acredit union with accounts insured by the National Credit Union
Administration]

e [a member of the Federal home loan bank system and any home loan

bank]
* [any institution of the Farm Credit System]

* [a broker-dealer registered with the Securities and Exchange Commis-
sion]
* [the Securities Investor Protection Corporation][a branch or agency

of a foreign bank]

* [a national banking association or corporation lawfully engaged in in-
ternational or foreign banking].

(Source: 18 U.S.C. § 1030(e)(4))

The phrase “financial record” means information derived from any record
held by /a financial institution][an issuer of a credit card] pertaining to a
customer’s relationship with that entity. (Source: 18 U.S.C. § 1030(e)(5)).

If desired, the Court may instruct the jury that the phrase “obtained
information” “includes merely reading the information. There is no
requirement that the information be copied or transported.” S. Rep. 104-357,
at 7 (1996), available ar 1996 WL 492169. In earlier amendments addressing
other subsections of section 1030, Congress has also stated that the phrase
“obtained information” includes the mere observation of the data and does
not require the government to prove the data was removed from its original
location or transcribed. See S. Rep. No. 99-432, at 6-7 (1986), reprinted in
1986 U.S.C.C.A.N. 2479, 2484 and available at 1986 WL 31918. The term
“information” includes information stored in intangible form. See S. Rep. No.

357, 104th Cong., 2d Sess. 8 (1996).
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18 U.S.C. § 1030(a)(3)
Computer Fraud—Accessing a Nonpublic Computer

The crime of accessing a nonpublic computer, as charged in [Count ___] of
the indictment, has three essential elements, which are:

One, the defendant[s] intentionally accessed a nonpublic computer of a[n]

[department][agency] of the United States;

Two, the defendant[s] were without authorization to access any nonpublic
computer of that [department][agency]; and

Three, the defendant[s] accessed a nonpublic computer that was
* [exclusively for the use of the United States Government]
* [used /by/[for] the United States Government, and the defendant[s]’s
conduct affected that use /by/[for] the United States Government].
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18 U.S.C. § 1030(a)(4)
Computer Fraud—Accessing a Computer to Defraud and Obtain Value

The crime of accessing a computer to defraud and obtain value, as charged in
[Count ] of the indictment, has three essential elements, which are:

One, the defendant[s] knowingly and with intent to defraud accessed a
protected computer [without authorization]/exceeding authorized access];

Two, the defendant([s], by accessing the protected computer [without
authorization][exceeding authorized access], furthered the intended fraud; and

Three,
* [the defendant[s] thereby obtained anything of value]
* [the object of the fraud was the use of the computer and the value of

such use exceeded $5,000 in any one year.]
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18 U.S.C. § 1030(a)(5)(A)
Computer Fraud—Transmission Of Program To Cause Damage To A
Computer

The crime of transmission of a program to cause damage to a computer, as
charged in [Count ] of the indictment, has [zwo//[three] essential elements,
which are:

One, the defendant[s] knowingly caused the transmission of /a program/
[information][code][a command] to a protected computer; and

Two, the defendant[s], as a result of such conduct, intentionally caused
damage to a protected computer without authorization; and

[Three, as a result of such conduct, the defendant[s] caused:

* [loss to one or more persons during any one year period of an aggre-
gate value of $5,000.00 or more]

* [loss resulting from a related course of conduct affecting one or more
other protected computers of an aggregate value of $5,000.00 or
more]

» [the /potential] modification or impairment of the medical examina-
tion, diagnosis, treatment, or care of one or more individuals]

* [physical injury to any person]

* [a threat to public health or safety]

e [damage affecting a computer used /by/[for] a government entity (de-
scribe entity at issue), in furtherance of the administration of justice,
national defense, or national security]

* [damage affecting ten or more protected computers during any one
year period]]’

3 In most felony cases charged under 18 U.S.C. § 1030(a)(5)(A), element three, modified
to conform to the allegations in the indictment, should be submitted to the jury because these
facts would increase the statutory maximum penalties. See 18 U.S.C. §§ 1030(c)(4)(B), (E)
& (F); Apprendi v. New Jersey, 530 U.S. 466 (2000). Note that element three should not be
submitted if the government has charged a misdemeanor or if it has charged a felony offense
that allegedly occurred after a conviction for another offense under section 1030. If requested
by a party and if supported by the evidence, the court can submit a “greater and lesser included
offense” instruction that would permit separate findings on the aggravating elements as well as
a charge without such findings (i.e., a misdemeanor).
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[Three, as a result of such conduct, the defendant[s] /aztempted to
cause][knowingly caused][recklessly caused] [serious bodily injury][death])*

4 The second alternative element three addresses greater aggravating elements set forth in
18 U.S.C. §§ 1030(c)(4)(E)&(F). If the evidence also supports any one of the lesser aggravat-
ing elements from the first alternative element three, the court can submit a “greater and lesser
included offense” instruction that would permit separate findings on both the lesser and the
greater aggravating elements.
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18 U.S.C. § 1030(a)(5)(B)&(C)
Computer Fraud—Causing Damage To a Computer

The crime of causing damage to a computer or information, as charged in
[Count ] of the indictment, has [two//[three] essential elements, which are:

One, the defendant[s] intentionally accessed a protected computer without
authorization; and

Two, the defendant(s], as a result of such conduct, [recklessly caused

damage][caused damage and loss];

[Three, as a result of such conduct, the defendant[s] caused:

* [loss to one or more persons during any one year period of an aggre-
gate value of $5,000.00 or more]

* [loss resulting from a related course of conduct affecting one or more
other protected computers of an aggregate value of $5,000.00 or
more]

» [the /potential] modification or impairment of the medical examina-
tion, diagnosis, treatment, or care of one or more individuals]

* [physical injury to any person]

* [a threat to public health or safety]

* [damage affecting a computer used /by/[for] a government entity (de-
scribe entity at issue), in furtherance of the administration of justice,
national defense, or national security]

* [damage affecting ten or more protected computers during any one
year period]].’

> In most felony cases charged under 18 U.S.C. § 1030(a)(5)(A), element three, modified
to conform to the allegations in the indictment, should be submitted to the jury because these
facts would increase the statutory maximum penalties. See 18 U.S.C. §§ 1030(c)(4)(B), (E)
& (F); Apprendi v. New Jersey, 530 U.S. 466 (2000). Note that element three should not be
submitted if the government has charged a misdemeanor or if it has charged a felony offense
that allegedly occurred after a conviction for another offense under section 1030. If requested
by a party and if supported by the evidence, the court can submit a “greater and lesser included
offense” instruction that would permit separate findings on the aggravating elements as well as
a charge without such findings (i.e., a misdemeanor).
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18 U.S.C. § 1030(a)(6)
Computer Fraud—Trafficking in Passwords

The crime of trafficking in passwords, as charged in [Count ] of the
indictment, has three essential elements, which are:

One, the defendant([s] knowingly
e [transferred to another person any password or similar information

through which a computer may be accessed without authorization]

* [obtained control of any password or similar information through
which a computer may be accessed without authorization, with the
intent to transfer it to another person]®;

Two, the defendant[s] acted with the intent to defraud; and

Three,
* [the defendant[s]’s act[s] affected [interstate][foreign] commerce]
* [the computer was used /by/[for] the United States government].

¢ Element one incorporates the definition of “traffic” found in 18 U.S.C. § 1030(a)(6)
through its cross reference to 18 U.S.C. § 1029(e)(5). In addition to using the term “transfer,”
the definition of traffic from section 1029(e)(5) includes the phrase “dispose of,” not included

in this instruction.

Appendix B
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18 U.S.C. § 1030(a)(7)
Computer Fraud—Threatening to Damage a Protected Computer or

Information

The crime of threatening to damage a protected computer, as charged in
[Count ] of the indictment, has three essential elements, which are:

One, the defendant[s] transmitted any communication in /[interstate][foreign]

commerce;

Two, the defendant[s] transmitted the communication with the intent to
extort any [money][thing of value] from any person; and

Three, the communication contained any

 [threat to cause damage to a protected computer]

* [threat to obtain information from a protected computer [without au-
thorization][exceeding authorized access])

 [threat to impair the confidentiality of information obtained from a
protected computer [without authorization]/exceeding authorized ac-
cess]|

*  [demand][request] for [money][thing of value] in relation to damage to
a protected computer, and the defendant[s] caused the damage to fa-
cilitate the extortion of the [money][thing of value]).

Specific Definitions

The phrase “intent to extort” means an intent to obtain the property of
another with his or her consent by the wrongful use of actual or threatened
force, violence or fear or under color of official right. (Source: 18 U.S.C. §

1951(b)(2))
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18 U.S.C. § 2511(1)(a)

Intercepting a Communication

Model charging language
On or about [DATE], in the [DISTRICT], [DEFENDANT] did

intentionally intercept [and endeavor to intercept] [and procure
another person to intercept] with an electronic and mechanical device
the contents of a [wire / oral / electronic] communication, [namely,
____ ], contemporaneously with transmission;

all in violation of 18 U.S.C. §§ 2511(1)(a), 2511(4)(a).

Model jury instruction

To prove that the defendant intentionally intercepted electronic
communications in Count __, the United States must prove that the

defendant did each of the following:

First, that the defendant intercepted, attempted to intercept,
or procured another person to intercept the contents of one or
more communications;

Second, that the defendant did so intentionally;

Third, that the interception was done using any electronic,
mechanical, or other device; and

Fourth, that the communication or communications were
[wire / oral / electronic] communications.
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18 U.S.C. § 2511(1)(c)

Disclosing an Intercepted Communication

Model charging language
On or about [DATE], in the [DISTRICT], [DEFENDANT] did

intentionally disclose [and endeavor to disclose] to another person the
contents of a [wire / oral / electronic] communication, [namely, 1,
knowing [and having reason to know] that the information was obtained

through the interception of a [wire / oral / electronic] communication
in violation of Section 2511(1), Title 18, United States Code;

all in violation of 18 U.S.C. §§ 2511(1)(c), 2511(4)(a).

Model jury instruction

To prove that the defendant intentionally disclosed electronic
communications as charged in Count __, the United States must prove

that the defendant did each of the following:

First, that the defendant disclosed a [wire / oral / electronic]
communication;

Second, that the defendant did so intentionally;

Third, that the defendant knew or had reason to know that
the communication was obtained through an interception of
an electronic communication in violation of Section 2511(1),

Title 18, United States Code.
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18 U.S.C. § 2511(1)(d)

Using an Intercepted Communication

Model charging language
On or about [DATE], in the [DISTRICT], [DEFENDANT] did

intentionally use [and endeavor to use] the contents of a [wire / oral
/ electronic] communication, [namely, ], knowing [and having
reason to know] that the information was obtained through the

interception of a [wire / oral / electronic] communication in violation
of Section 2511(1), Title 18, United States Code;

all in violation of 18 U.S.C. §§ 2511(1)(d), 2511(4)(a).
Model jury instruction

To prove that the defendant intentionally wused electronic
communications as charged in Count __, the United States must prove

that the defendant did each of the following:

First, that the defendant used a [wire / oral / electronic]
communication;

Second, that the defendant did so intentionally;

Third, that the defendant knew or had reason to know that
the communication was obtained through an interception of
an electronic communication in violation of Section 2511(1),

Title 18, United States Code.
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Appendix C

Best Practices for

Working with Companies

Intrusion crimes can damage or impair the functioning of computers and
networks. Victims may be the intended targets of the intrusion or third parties
whose systems are used to carry out unlawful activity, such as universities and
Internet service providers. After a company reports an intrusion, there are a
number of “best practices” for law enforcement that can make the relationship
between law enforcement and companies more productive in the aftermath
of a computer incident. The practices discussed here are designed to be
implemented in addition to, not in lieu of, the Attorney General Guidelines
for Victim and Witness Assistance.! Also, please see appendix E for guides for
first responders and on the mechanics of seizing computer evidence.

Because computer information systems are essential to the everyday
operation of most businesses, the disruption of those services can cripple a
company. Law enforcement should remain aware of the tension between their
need to collect evidence for prosecution and the company’s need to resume
operations as quickly as possible. Also, companies usually wish to avoid the
negative publicity frequently associated with a breach of network security.

Because victims play an important role in providing computer logs and
factual testimony regarding the intrusion, we also suggest some “best practices”
for companies to consider when responding to a network crime. These suggested
practices are in Appendix D.

In general, law enforcement should seek to build a trusted relationship with
companies. Keeping these goals in mind will help to obtain timely assistance
from companies and increase the likelihood of successful prosecutions.

! The current copy of the Attorney General Guidelines for Victim and Witness Assistance
can found at: htep://www.ojp.usdoj.gov/ovc/publications/welcome.html.

173



1. Protect the Rights of the Victim

Law enforcement should ensure that the victim’s rights under 18 U.S.C.
§ 3771(a) are honored, including the rights to:

* reasonable protection from the accused

accurate and timely notice of court proceedings involving the crime
or of any release or escape of the accused

* not be excluded from any such public court proceeding, unless the
court determines that testimony by the victim would be materially
altered if the victim heard other testimony at that proceeding

* be heard at any public proceeding in the district court involving
release, plea, sentencing, or probation

* confer with the government attorney on the case
 full and timely restitution as provided in law
* proceedings free from unreasonable delay

* be treated with fairness and with respect for the victim’s dignity and
privacy.

2. Consult with Senior Management

Consulting with the company’s senior management before undertaking
investigative measures on the company’s network will often pay dividends.
Some decisions require the authorization of a company’s senior management.
For example, system administrators may lack authority to consent to law
enforcement activities that will affect business operations. In addition, be aware
that if the company or its employees are represented by legal counsel in the
matter, direct contact with those persons may be restricted absent the attorney’s
consent. This ethical constraint binds Department of Justice attorneys as well
as the agents operating on their behalf.

3. Consult with Information Technology Staff

Whenever possible, we suggest consulting with the company’s information
technology staff about network architecture before implementing investigative
measures on the network. Working closely with the information technology staff
will help to obtain important information, including information regarding
network topology. Helpful information will include the type and version of
software being run on the network and any peculiarities in the architecture of the
network, such as proprietary hardware or software. Obtaining this information
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will help to ensure that law enforcement can obtain all information relevant
to an investigation and minimize disruption of the company’s network from
investigative measures.

Specific things to identify in a network include the locations of intrusion
detection systems, network switches, and firewalls. Also, identify all data logs,
including the type of data being logged, the size of the log files (to check for
losing data due to rolling retention), and location of the logs (sent to a log server
or maintained on the hacked system and subject to compromise themselves).

4. Minimize Disruption to the Company

Law enforcement should make every effort to use investigative measures that
minimize computer downtime and displacement of a company’s employees.
Some investigative measures are indispensable despite the inconvenience to a
company. Other investigative steps may be altered or avoided if they needlessly
aggravate employees or prolong the damage already suffered by a company.
For example, rather than seizing compromised computers and depriving the
company of their use, consider creating an “image” of the system and leaving
computers in place. Also, consider practical issues such as whether raid jackets
or other insignia are appropriate to display.

Similarly, although consulting with company system administrators and
computer experts is essential, avoiding excessive burdens on these personnel
can help promote the trust and goodwill of the company.

5. Coordinate Media Releases

Investigations and prosecutions of cybercrime cases may entail the release
of information by law enforcement in press releases or press conferences. All
press releases and press conferences should be coordinated with the Office of
Public Affairs at (202) 514-2007.

Additionally, publicstatements to the news media should also be coordinated
with the company to ensure that these statements do not needlessly reveal
information harmful to a company. Informing companies of this coordination
at an early stage in the investigation is an important step. Fear of damage
to carefully built reputations is a major reason why companies refrain from
reporting crime to law enforcement. Law enforcement should take all possible
measures to prevent unauthorized releases of information about pending
investigations and to punish unauthorized disclosures when they occur.
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In return, consider asking the company to allow the investigating agents to
review any press releases regarding the investigation before issuing them. This
will prevent the company from releasing information that could damage the
investigation.

6. Keep the Company Informed About the Investigation

After conducting the initial on-site investigation, law enforcement may
have little direct contact with a company. To the extent possible—recognizing
the need to guard against disclosure of grand jury information or information
that could otherwise jeopardize the investigation—keep the company informed
of the progress of the investigation. In addition, where an arrest is made that
results in court proceedings, notify the company of all significant court dates
so company personnel have the opportunity to attend.

7. Build Relationships Before an Intrusion

Many companies, universities, and other victims are reluctant to report
cybercrime incidents to law enforcement because they are fearful that law
enforcement will conduct an investigation in a manner harmful to their
operational interests or because they have misconceptions about how law
enforcement will conduct an investigation. Such fears and misconceptions can
more easily be dispelled if law enforcement has a pre-existing relationship with a
company, rather than having the company’s first contact with law enforcement
come in the midst of a crisis. For example, forming liaison groups comprised
of law enforcement and private industry representatives can help bridge gaps
of mistrust or unfamiliarity and increase future cybercrime reporting by private
industry.
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Appendix D

Best Practices for Victim
Response and Reporting

A quick and effective response by a company is critical for stopping an
ongoing attack and preventing future attacks. Moreover, the use of established
procedures—including preservation of evidence—and notification to incident-
reporting organizations and/or to law enforcement will help to secure systems
of other victims or potential victims. Use of the practices discussed below by
companies may help to minimize damage to computer networks from attacks
and maximize opportunities to find the attacker.

Because victims play an important role in providing computer logs and
factual testimony regarding the intrusion, we also suggest some “best practices”
for companies to consider when responding to a network crime, including
reporting incidents to law enforcement and to data subjects. Companies,
universities, and other organizations should consider these practices as part of
their contingency planning before they are attacked, so they are prepared to
respond appropriately when attacked.

While these practices are designed to assist network operators and system
administrators, it is important for investigators and prosecutors to be familiar
with these practices as well. For first-time victims, law enforcement can offer
advice on prudent steps the victim should take. Law enforcement also may have
opportunities for outreach to organizations that are considering contingency
planning for future network attacks or to organizations that are considering
remedial steps (e.g., changes to company procedures) after they have responded
to a network crime.

A.  Steps Before Confronting an Intrusion

1. Be Familiar with Procedures, Practices, and Contacts

Organizations should have procedures in place to handle computerincidents.
These procedures should be reviewed periodically and made available to all
personnel who have system security responsibilities. The procedures should
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provide specific guidance to follow in the event of a computer incident. Ideally,
those procedures should specify: who in the organization has lead responsibility
for internal incident response; who are the points-of-contact inside and outside
the organization; what criteria will be used to ascertain whether data owners or
subjects of any data taken by the attackers must be notified; and at what point
law enforcement and a computer incident-reporting organization should be
notified.

2. Consider Using Banners

Real-time monitoring of attacks is usually lawful if prior notice of this
monitoring is given to all users. For this reason, organizations should
consider deploying written warnings, or “banners,” on the ports through
which an intruder is likely to access the organization’s system and on which
the organization may attempt to monitor an intruder’s communications and
traffic. If a banner is already in place, it should be reviewed periodically to
ensure that it is appropriate for the type of potential monitoring that could be
used in response to a cyberattack. More guidance on banners can be found in
our manual Searching and Seizing Computers and Obtaining Electronic Evidence
in Criminal Investigations (3d ed. 2009).

B. Responding to a Computer Incident
1. Make an Initial Identification and Assessment

The first step for an organization is to make an initial identification of the
type of incident that has occurred or is occurring and to confirm that it is,
in fact, an incident. The network administrator should determine the nature
and scope of the problem—i.e., which specific systems were affected and in
what ways they were affected. Indicators that an intrusion or other incident
has occurred will typically include evidence that files or logs were accessed,
created, modified, deleted or copied, or that user accounts or permissions
have been added or altered. In the case of a root-level intrusion, attention
should be paid to any signs that the intruder has gained access to multiple areas
of the system—some of which may remain undetected. Using network log
information, the system administrator should determine: (a) the immediate
origin of the attack; (b) the identity of servers to which the data were sent (if
information was transferred); and (c) the identity of any other victims. Care
should be taken to ensure that such initial actions do not unintentionally
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modify system operations or stored data in a way that could compromise the
incident response—including a subsequent investigation.

2. Take Steps to Minimize Continuing Damage

After the scope of the incident has been determined, an organization may
need to take certain steps to stop continuing damage from an ongoing assault on
its network. Such steps may include installing filters to block a denial of service
attack or isolating all or parts of the system. In the case of unauthorized access
or access that exceeds user authorization, a system administrator may decide
either to block further illegal access or to watch the illegal activity in order to
identify the source of the attack and/or learn the scope of the compromise.

The initial response should include at a minimum documenting: users
currently logged on, current connections, processes running, all listening
sockets and their associated applications. The organization should also image

the RAM of the attacked systems.

As described below, detailed records should be kept of whatever steps are
taken to mitigate the damage flowing from an attack and any associated costs
incurred as a result. Such information may be important for recovery of damages
from responsible parties and for any subsequent criminal investigation.

3. Notify Law Enforcement

If at any point during the organization’s response or investigation it
suspects that the incident constitutes criminal activity, law enforcement should
be contacted immediately. To the extent permitted by law, information already
gathered should be shared with law enforcement. As noted above, certain state
laws may allow a company that reports an intrusion to law enforcement to
delay providing notice to data-subjects if such notice would impede a law
enforcement investigation.

Companies should note that law enforcement has legal tools that are
typically unavailable to victims of attack; these tools can greatly increase the
chances of identifying and apprehending the attacker. When law enforcement
arrests and successfully prosecutes an intruder, that intruder is deterred from
future assaults on the victim. This is a result that technical fixes to the network
cannot duplicate with the same effectiveness.

Intrusion victims may believe that they can block out an intruder by fixing
the exploited vulnerability. However, it is not uncommon for an intruder to

Appendix D 179



install a “back door” through which he can continue to access the system after
the initial point of compromise is repaired. Catching and prosecuting the
intruder may be the only method to truly secure the organization’s system from
future attacks by the culprit.

In addition, by using the criminal justice system to punish the intruder,
other would-be intruders may be deterred from attacking the organization’s
networks. Criminal law enforcement can thus play a significant and long-term
role in network security.

4. Do Not Hack into or Damage the Source Computer

Although it may be tempting to do so (especially if the attack is ongoing),
the company should not take any offensive measures on its own, such as
“hacking back” into the attacker’s computer—even if such measures could in
theory be characterized as “defensive.” Doing so may be illegal, regardless of
the motive. Further, as most attacks are launched from compromised systems
of unwitting third parties, “hacking back” can damage the system of another
innocent party. If appropriate, however, the company’s system administrator
can contact the system administrator from the attacking computer to request
assistance in stopping the attack or in determining its true point of origin.

5. Record and Collect Information
Image the Drive

A system administrator for the company should consider making an im-
mediate identical copy of the affected system, which will preserve a record of
the system at the time of the incident for later analysis. This copy should be a
“system level” or “zero level” copy and not just a copy of user files. In addition,
any previously-generated backup files should be located. New or sanitized me-
dia should be used to store copies of any data that is retrieved and stored. Once
such copies are made, the media should be write-protected to guard it from
alteration. In addition, access to this media should be controlled to maintain
the integrity of the copy’s authenticity, to keep undetected insiders away from
it, and to establish a simple chain of custody. These steps will enhance the value
of any backups as evidence in any later internal investigations, civil suits, or
criminal prosecutions.
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Notes, Records, and Data

As the investigation progresses, information that was collected by the
company contemporaneous to the events may take on great significance.
Immediate steps should be taken to preserve relevant logs that already exist.
In addition, those persons participating in the incident response should be
directed to keep an ongoing, written record of all steps undertaken. If this is
done at or near the time of the events, the participants can minimize the need
to rely on their memories or the memories of others to reconstruct the order
of events.

The types of information that should be recorded by the company
include:

e description of all incident-related events, including dates and times

* information about incident-related phone calls, emails, and other
contacts

* the identity of persons working on tasks related to the intrusion,
including a description, the amount of time spent, and the
approximate hourly rate for those persons’” work

* identity of the systems, accounts, services, data, and networks affected
by the incident, and a description of how these network components
were affected

* information relating to the amount and type of damage inflicted by
the incident, which can be important in civil actions by the company
and in criminal cases.

Ideally, a single person should be provided copies of all such records. This
will help to ensure that the records are properly preserved and capable of being
produced later on. It is often crucial to the success of a legal proceeding to defeat
any claim that records or other evidence may have been altered subsequent to
their creation. This is best accomplished by establishing a continuous “chain
of custody” from the time that records were made until the time they were
brought into the court.

6. Record and Log Continuing Attacks

When an attack is ongoing or when a system has been infected by a virus
or worm, this continuing activity should be recorded or logged by the victim. 7f
logging is not underway, it should begin immediately. Increase default log file size
to prevent losing data. A system administrator may be able to use a “sniffer”
or other monitoring device to record communications between the intruder

Appendix D 181



and any server that is under attack. Such monitoring is usually permissible,
provided that it is done to protect the rights and property of the system under
attack, the user specifically consented to such monitoring, or implied consent
was obtained from the intruder—e.g., by means of notice or a “banner.”
More guidance on banners can be found in our manual Searching and Seizing
computers and Obtaining Electronic Evidence in Criminal Investigations (3d ed.
2009).

A banner should notify users or intruders as they access or log into a
system that their continued use of the system constitutes their consent to being
monitored and that the results of such monitoring may be disclosed to law
enforcement and others. Legal counsel at the company should be consulted to
make sure such monitoring is consistent with employment agreements, privacy
policies, and legal authorities and obligations.

7. Do Not Use the Compromised System to Communicate

The company should avoid, to the extent reasonably possible, using a
system suspected of being compromised to communicate about an incident
or to discuss incident response. If the compromised system must be used to
communicate, all relevant communications should be encrypted. To avoid
being the victim of social engineering and risking further damage to the
organization’s network, employees of the company should not disclose incident-
specific information to callers who are not known points-of-contact, unless the
employee can verify the identity and authority of those persons. Suspicious
calls, emails, or other requests for information should be treated as part of the
incident investigation.

8. Notify

People Within the Organization

Appropriate people in the organization should be notified immediately about
the incident and provided with the results of any preliminary investigation.
This may include security coordinators, managers, and legal counsel. (A
written policy for incident response should set out points-of-contact within
the organization and the circumstances for contacting them.) When making
these contacts, only protected or reliable channels of communication should be
used. If the company suspects that the perpetrator of an attack is an insider, or
may have insider information, the company may wish to strictly limit incident
information to a need-to-know basis.
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Computer Incident-reporting Organization

Whenever possible, the company should notify an incident-reporting
organization, such as a Computer Emergency Response Team (CERT).
Reporting the incident and the means of attack may help to hamper the
attacker’s ability to replicate the intrusion against other target systems.

The United States Computer Emergency Readiness Team (US-CERT)
is a partnership between the Department of Homeland Security and the
public and private sectors. Established in 2003 to protect the nation’s Internet
infrastructure, US-CERT is charged with coordinating defense against
and response to cyber attacks. US-CERT interacts with federal agencies,
industry, the research community, state and local governments, and others to
disseminate reasoned and actionable cyber security information to the public.
US-CERT also provides a way for citizens, businesses, and other institutions to
communicate and coordinate directly with the United States government about
cyber security. Reporting intrusions may not only help protect the company’s
system from further damage, it could also help to alert other actual or potential
victims who otherwise might not be aware of the suspicious activity. They can
be contacted on the Internet at http://www.us-cert.gov.

Other Potential Victims

If there is another organization, or a vulnerability in a vendor’s product
that is being exploited, it may be prudent for the company to notify the victim
or vendor to request that an incident-reporting organization or CERT alert the
victim or vendor. The third-party victim or vendor may be able to provide new
and previously unknown information about the incident (e.g., hidden code,
ongoing investigations in other areas, or network configuration techniques).
Such notification may prevent further damage to other systems.

Note also that state laws may require companies to notify people whose
data is compromised during an intrusion. For example, California law requires
that:

[a]lny person or business that conducts business in California,
and that owns or licenses computerized data that includes
personal information, shall disclose any breach of the security
of the system following discovery or notification of the breach
in the security of the data to any resident of California whose
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unencrypted personal information was, or is reasonably
believed to have been, acquired by an unauthorized person.

Cal. Civil Code § 1798.82(a). As of January 2010, at least forty-five states have
passed database breach notification laws.! Some of the state laws allow for
notice to be delayed if it would impede a criminal investigation. See Fla. Stat. §

817.5681(3) (2005); Conn. S.B. 650 § 3(d).

At least one state law allows the database owner to elect against providing
notice to data subjects if the database owner consults with law enforcement
and thereafter determines that the breach “will not likely result in harm to
the individuals whose personal information has been acquired and accessed.”

Conn. S.B. 650 § 3(b).

C. After a Computer Incident

A critical action after an intrusion and its associated investigation are
complete is to take steps to prevent similar attacks from happening again. In
order to keep similar incidents from occurring, victims should do conduct a
post-incident review of the organization’s response to the attack and assessment
of the strengths and weaknesses of this response. Part of the assessment should
include ascertaining whether each of the steps outlined above occurred.

! For a partial list, see State PIRG Summary of State Security Freeze and Security Breach
Notification Laws, available at http://www.pirg.org/consumer/credit/statelaws.htm (visited
January 28, 2010).
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Appendix E

Network Crime Resources

A.  Federal Law Enforcement Contacts
Computer Crime and Intellectual Property Section (CCIPS)

Criminal Division, U.S. Department of Justice
1301 New York Avenue, N.W., Suite 600
Washington, DC 20530

Tel: 202-514-1026

Fax: 202-514-6113
http://www.cybercrime.gov
heep://www.usdoj.gov

Responsible for prosecution of, and guidance, support, resources, and
materials for prosecuting domestic and international network crime offenses;
development of network crime policy; and support and coordination of the
federal prosecution of network crimes.

Federal Bureau of Investigation
Cyber Intrusion Division

J. Edgar Hoover FBI Building
935 Pennsylvania Avenue, N.W.
Washington, DC 20535

Tel: 202-324-5613

Fax: 202-324-9197
heep://www.fbi.gov

Responsible for all network crime investigations. For a list of field offices, see
heep://www.fbi.gov/contact/fo/fo.htm.

United States Secret Service
Criminal Investigation Division
Department of Homeland Security
950 H St., N.W.

Washington, DC 20223

Tel: 202-406-9330

http://www.secretservice.gov
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Investigative responsibilities include computer and telecommunications fraud,
financial institution fraud, false identification documents, access device fraud,
electronic funds transfers, and money laundering as it relates to these violations.
For a list of field offices, see http://www.secretservice.gov/field _offices.shtml.

B. On the Web
United States Computer Emergency Readiness Team (US-CERT)

http://www.us-cert.gov

US-CERT is a public-private partnership and the operational arm of the
Department of Homeland Security. Established in 2003 to protect the nation’s
Internet infrastructure, US-CERT is charged with coordinating defense against
and response to cyber attacks. US-CERT works to disseminate reasoned and
actionable cyber security information to the public. US-CERT also provides
a way for citizens, businesses, and other institutions to communicate and
coordinate directly with the United States government about cyber security.

Internet Crime Complaint Center (1C3)

1 Huntington Way

Fairmont, WV 26554

Tel: 800-251-3221; 304-363-4312; complaint center: 800-251-7581
Fax: 304-363-9065

hetp:/[www.ic3.gov

The IC3 is a partnership between the National White Collar Crime Center, the
FBI, and the Bureau of Justice Assistance. The IC3 allows victims to report fraud
over the Internet, alerts authorities of suspected criminal or civil violations,
and offers law enforcement and regulatory agencies a central repository for
complaints related to Internet fraud.

Cybercrime.gov

The CCIPS website, http://www.cybercrime.gov, provides information about
the topics on which the Section focuses, including computer crime, intellectual
property, electronic evidence, and other high-tech legal issues. The website
includes news on recent criminal investigations and prosecutions in these areas,
background information on cases, and speeches and testimony by Department
of Justice officials. Also available on cybercrime.gov are legal research and
reference materials on computer crime and intellectual property, including
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three manuals for prosecutors and law enforcement published by CCIPS on
intellectual property, electronic evidence, and this manual.

C. Publications

U.S. Department of Justice, Searching and Seizing Computers and Obtaining
Electronic Evidence in Criminal Investigations (Office of Legal Education 2009).
Provides comprehensive guidance on computer-related search issues in criminal
investigations. The topics covered include the application of the Fourth
Amendment to computers and the Internet, the Electronic Communications
Privacy Act, workplace privacy, the law of electronic surveillance, and evidentiary
issues.

U.S. Department of Justice, Prosecuting Intellectual Property Crimes (Office of
Legal Education 2006). Presents comprehensive descriptions and analysis of
all federal criminal intellectual property laws, including copyright, trademark,
theft of trade secrets, counterfeit labeling, the Digital Millennium Copyright
Act, and alternative mainstream criminal statutes that can be applied to
intellectual property theft, including mail and wire fraud, the Computer
Fraud and Abuse Act, and the interstate transportation of stolen property
statutes. This manual emphasizes practical suggestions for investigating such
cases, anticipating defenses, dealing with victims and witnesses, and obtaining
effective sentences.

U.S. Department of Justice, Identity Theft and Social Security Fraud (Office
of Legal Education 2004). Authored by the Fraud Section of the Criminal
Division, this manual includes detailed sections on prosecutions under 18
U.S.C. §§ 1028 (identity theft), 1029 (aggravated identity theft), and 1343

(mail fraud and wire fraud).

U.S. Department of Homeland Security, Best Practices for Seizing Electronic
Evidence (3d ed.). A pocket guide published by the U.S. Secret Service for first
responders to an electronic crime scene. This document is available at htep://
www.forwardedge2.com/pdf/bestPractices.pdf.

U.S. Department of Justice, Federal Bureau of Investigation, Digital Evidence
Field Guide: What Every Peace Officer Must Know. This document is available at
heep://www.rcfl.gov/downloads/documents/FieldGuide_sc.pdf.
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U.S. Department of Justice, National Institute of Justice, Electronic Crime Scene
Investigations: A Guide for First Responders (2008). This document is available at
http://www.ncjrs.gov/pdffiles1/nij/219941.pdf.
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